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1. Before you get staad

Congratulations on pasiaiig OpeB Data Storage Software th® ideal solution for nethaskd
storage management. This manual will assist you as you install and configure the hardware.

In order to reach the desired configuration as quicldiblas glease read the following pages
thoroughly. The time invested is well aftentall, you have purchased this solution for your invaluable
data.

1.1.System regirements

x86- compatible RC

CPU I GHz Pentium IV ),

1GB main memory,

USB port,

Oneor several suitable hard drives (SATA,SAS, SCSI, ATA)
Optionally a hardwasdontroller, Fibre Channel and iSCSI Storage
Network Interface Card

OperE Data Storage Softwaredvains its own operating system no additional software is required.

NOTE In order tachievamaximum performance, we recommend using a neavdriwith 1 Gb or
more(multicards 1Gb/s recommended for bondasgyvell as a processor with at |@6GHz. If
several computers are accessing&s V&ystem, we recommentbre thanl GByte main
memory.

1.2.Supported clients

Microsoft Windows (all versions)
Linux

Unix

Mac OS 8.0, 9.0 and OS X

1.3.Supported network protocols

e TCP/IP
e SNMP

1.4.Supported network file protocols

e SMB/CIFS/ Samba
e Apple Talk
e FTP/sFTP
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1.5.Required tools

e Grouding strap or mat in order to avoid electrostatic discharge (ESD),
e Tools for opening the computeros chassis (typ

1.6.Safety precautions

1.6.1Personal safety

CAUTION High voltages may occur inside computer equipment. Before reassi)g the ch
please turn off the power switch and discorpwettiords.

1.6.2.Safety for your data

If you are not using new hard drives for opgrastiadata Storage Softwareplédse backup all
important data prior to installation. Adding a har@pleie Bata Storage Softwargd&s hand
in hand with a complete format of the hard drive, which can possibly delete existing data.

1.6.3 ESD precautions

In order to avoid damage to your compu@pemEdata Storage Softwarepiéase ensure you

are gounded before opening the PC or the ESD package th@pesit&asa Storage Software

V& Using grounding straps or mats is the best way to ensure this safety. If you do not have grounc
equipment handy, please make sure you are groundeduahingoyheater before working with

OperE Data Storage Softwarddr@nstance, by touching a heater.

e Avoid touching the components insideuhie$¥hecessary,
¢ PleasdnoldOperE Data Storage Softwarmenly6on the edges.

2. Features

OperE Data $tage Software $6an afinone IPStorage OS offering NAS and iSCSI (target and
initiator) functionality in a single application with excellent enhanced management and superior relial
for organizations of all sizes.

2.1.What i®OpenE Data Storage $atire V6

NAS(Network Attached Storagejutions are defined as storage systems that are directly hooked up to
a network infrastructure. Also, they operate independently and do not have to be connected to a serve
a controller or host adapter. Themteist or age o here generally refer
storage or actually store or organize data. Currently, data storage is the most common and m
widespread type of NAS systems.

NAS solutions are based on a separate operatindasybtoften also on special hardware), which
operates independently from the servers on a network. Typically, this operating system is software th
optimized for providing data (file server).
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NAS solutions allow users to add additional storégmgonetworks quickly, easily, and cost
efficiently.

iISCSlinternet SCpls a protocol that encapsulates SCSI (Small Computer System Interface) command:
and data in TCP/IP packets for linking storage devices with servers over common .IBynfrastructures
using iISCSI, you can supply high performance SANs (Storage Area Networks) using standard IP netw
like LAN, MAN, WAN or the Internet.

iISCSI solutions are based on a separate operating system and often also on special hardware. Typic
this opeting system allows operating iISCSI technology.

iISCSI solutions allow users to add additional disk devices to existing networks quickly, easily, and c
efficiently.

iISCShas a clierserver architecture. Cliens@CSl interface are calledatinis”. Initiators issue
iISCSI "commands" to request services from components, logical units, of a server known as a "tar
The "device server" on the logical unit accepts iISCSI commands and processes them.

OpenrE Data Storage Software prévides &ast, reliable, and scalable platformStmrdge and
combines the power of NAS & iSCSI in a single operating system. No matter if you need file shar
storage consolidation, backup and recovery, virtualization orQepHeaData Storage 3afte

V6offers excellent pAo@erformance ratio, enhanced manageability, and increased productivity.
The flexible designQperE Data Storage Softwareeidbles organizations of all sizes to create
effective NAS and/oiSHN/iISCSI solutions that adapt to and meet the simplest or most complex
storage needs.

OperE Data Storage Softwarés\Hlilt on the proven GpédASR3and Ope&t iISCSR3family

with all of its superior security, stability and management advantaged;: d@sitis g@mration of
IP-storage software.

OperE Data Storage Software adls new bacikp capabilities, simplified setup and storage
management, extensibility, and is specially tuned to provide -Uiptimghjplataand data protection

for centralized stora@perE DSS Véncreases iSCSI target efficiency by supporting multiple iSCSI
initiators on different volumes, without sacrificing NAS performance.

2.2.0penE Data Storage Softwarefiftctiorality

OperE Data Storagef8vare V& one of the easiest wayimpfementing an N&&ver and/or

iISCSI technology in your network. Through its simple arahfigotipde, it is a flash memory with a

USB 2.0/1.1 port abderAE Data Storage Softwar@d/és operating syste@perE Data Storage

Software Méan be used with all x86 PCs containing USB ports, an IDE controller and an additional SAT
Controller on their mainboard or hardware controller.

To begin working dierE Data Storage Softwareal§ou need to do is assign an IP address to the
NAS server and/or iSCSI tdrgdéther automatically through an existing DHCP server or by assigning it
manually. All other settings are handled via a-eeth Whith can be easily accessed through the IP
address @perE Data Storage Softwarasittghe encrypted https protocol.

OperE Data Storage Softwaralld@s users to createaited shares (i.e., resources within a network
that numerous users or user groups have certain access to). The access rights to the shares are contr
through thaser and user group settings.

OperE Data Storage Softwaralld@s users of client stations to delegdfatievices and aggregation
andform iISCSI Targets and their local mounting from any site in the network.
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2.3.WhyOpenrE Data Storage Software’VV6

Often, storage in network environments is expanded the following way: file servers have to be shut dov
order to install additional drives. Next they need to be reconfigured. This tedious task often inclut
copying data manually onto larger drivamiogre lot of time and money.

WithOperE Data Storage Softwareywé can
add storage to your existing network quickly, easily, and most inrgsticiantlycost
consolidated storageldackups for multiple servers,
improve ata availabilitydaefficiengy
lower costs by centralizing storage management
simplifthe installation andgming management of a BANsing iISC&rsus using Fibre Channel.

Expensive hardware is, therefore, no longer necessary. Take aing oempaigk server an old
desktop PC with UgBts 2.0/1(Internal or externaland exchange the system drive fop#me

Data Storage SoftwardJ@&B flash modul® store dat@perE Data Storage Softwareisés IDE

(ATA) and SATA hard drives, conngutets ton your mainboard or hardware RAID controller.
Additionall@perE Data StoragenBware V8upports software RAID, so you can create software RAID
over single hard drives or over existing hardware RAIDs.

For example, you can create a softwareveirtavo hardware RAID5s for very high reliability.

Within a few minutes, you will have up to several hundred gigabytes available dwjtbounetwork
much effort and any downtime.

2.4.RAID types

This manual is not intended to replace your Réllér caavtiual. But we want to provide you with an
overview of common RAID types so that you can make an informed decision on which type to choc
Depending on whom you ask, RAID means either Redundant Array of Independent Disks or Redun
Array of Inexpsive Disks. Both are correct. In essence, you combine the capacity, speed and security
several disks into one.

RAID Oforms one large hard disk by concatenating stripes from each member drive. Stripe size
configurable roughly between 64 KB andTheMiBsult is a lightdagy RAID, but with no added
security. One failing drive may ruin the entire RAID.

RAID Imirrors hard drives. By writing identical data onto more than one drive, security is enhance
Acompletely defective drive does netamyoss of data. The drawback is reduced performance and
capacity.

RAID Tombines data striping from RAID 0 with parity checking, therefore combining speed and impro
security. The loss of one drive is tolerable.

RAID @xtends RAID 5 by addingdalitional parity block, thus it usedavelcktriping with two parity

blocks distributed across all member disks. It was not one of the original RAID levels. The user capaci
a RAID 6 array is2Nwhere N is the total number of drives inyth®AlPa6 does not have a
performance penalty on read operations, but it does have a performance penalty on write operations
to the overhead associated with the additional parity calculations.

RAID 1Gs a combination of RAID 1 and 0, hence thBatani written in a striped and mirrored
configuration, providing high performance and robust security.
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3. OpenE DSS V6 installation instructions

3.1. Preparation of installation medium

The buiih installer can install the Data Storage Software V6atabémyniedia. You can use the
following media types: USB DOM, USB Stick, IDE (ATA) DOM, SATA DOM, IDE (ATA) Hard Disk, S.
Hard Disk, SCSI Hard Disk or 2GB small LUN on a Hardware RAID.

Only RAID controllers with multiple LUN support can be useeateleasmall 2GB logical unit for

DSS V6. Running DSS V6 installer you will need to select this 2GB logical unit as the boot media. Or
rest of RAID space please create second LUN for the user data. The following RAID controllers
supported as adtable medidMegaRAICEmart Arragware, Adaptec, [@itex, Areca (more RAID
controllers will be added in next release).

3.2.Uncompressing of a file
Uncompress the files6.0upD oe_i.ipponto an empty formatted Boot .Media

NOTE e Boot Media must be piioned as a FAT or FAT32 for the root directory (at least 1GB
size required).
e After uncompressing ttepfile on the USBtick or other media, the root directory must
reside ONLY for the following directories: bxxxx, boot and file mmenu_upd.sh.
where: xxxx means build number.

3.3.Making a Boot Media

To make the Boot Medi a bootabl e, enter the di
only) or bootinst.sh (for Linux only).

3.4.Booting the system

Connecyour storageofiwarewith thébod mediao server and set it in BIOS as Goohect the
keyboard and monitor (they will be needed for setup only). Later you can run the server in the "head
mode" (without keyboard and monitor).

NOTE The builin installer can install the Data St Software on any bootable media. You can use
the following media types: USB DOM (with-Mégating support), IDE (ATA) DOM, SATA DOM,
IDE (ATA) Hard Disk, SATA Hard Disk, SCSI Hard Disk or 2 GB small LUN on Hardware RAID
(recommendéd The following ctent RAID controllers are supported as a bootable media:
MegaRAID, Smart Array, 3ware, Adaptegpt@R, Areca.

NOTE If your media is the USB DOM then set the BIOS to boot from USBateeiceotherboards
require following setting in bios relatng) SB Mass St orage Device Confi
boot system from USB, or to work properly with USB:
e Legacy USB device: enabled,
e Emulation Type: Hard Disk,
e USB Mass Storage Reset Delay: 10 sec.,
USB V1.1 (if USB 2.0 is used, the DOM will boot huattgereerors).

NOTE Please check in the motherboard BIOS if the "headless mode" is enabled. In some cases
computer will not boot, if the keyboard is not connected. You'll find more about headless mode in
the motherboard BIOS manual.

Continue to boot ystarage server with your media
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3.5.Installing the software

The first boot menu will show the software version. Please press enter or it will skip automatically witt
seconds.

NOTE There is option to run the memdreystt eigti lon ytohe
first menu.

In the second menu select the third option to run the software installer:
e 32bit system (2.6.27)
e 64bit system (2.6.27)
¢ Run software installer

Continue to follow itheructions

The provided software can be used atiewadf up to 60 days with default TRIAL product key. If you
decide to purchase the product, you can continue to use it and all your data and settings will remain int

NOTE After 60 days the Free Trial version of the software will expire anchéwicorno all of the
logical volumes will be lost. Thus, all data stored on the logical volumes created on the test
system will no longer be accessible. However, if you purchase and install a full version of the
OpenRE software on the test system, aladgill become available again
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4. Configuratiorbata Storag8erver

4.1.Firsttime operation dDpenE Data Storage Software V6

Now start your system.

Loading 9 9%

After booting is compl€perE Data Storage Softwareniléprovide you with information on the
curent software version and the network settings:

Welcome to  Data Storage Software V6 ( Press F1 for Help)

E Data Storage Software V6
6.00 up30.8101. 4362 64 bit
Release date: 2010- 04- 09
TR A0000031
Licensed storage capacity: 4 TB

Network settings:
Interface 1: eth0 IP: 192.168.0.220/255.255.255.0
Interface 2: ethl IP:192.168.1.220/255.255.255.0

TTPS settings:

port:
allow from:

Self test O.K.

If your network has a Dd@RerOperE Data Storage Softwarshéhld configure the IP settings
automatically. If that is the case, you can procédfiytoud.network does not have a DHCP server,
OperE Data Storage Softwarevilf&tart with the default settings: IBa@iffif2168.0.220 and subnet
mask 255.255.255.0.
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You can change these values manually by pressing the following key combination: left CTRL, left ALT
N. You can now select a different IP address. Other available console functions will apgpear after pres
the F1 key (see below).

You can use below key sequences (C - 0
C-A-N 1 to edit static IP addresses

i to restore default factory ad ministrator settings

i to restore default network settings (IP, BONDING)

i to run Console Tools

i to run Extended Tools

i to run Hardware Configuration

- to run RAID Tools

- to run Fibre Channel Tools

i to display hardware and drivers info

- to display all network interface

i to refresh console info

i to shutdown the system

i shutdown / restart menu

PPPPPPPrP
ITTSXA—T

[S20\N]

C
C
C
C
C
C
C
C
F

F

C
C

After a connection has been established, all settings can also be changed remotely via the web brows
your network requires it, the address of the standard gateway and #adbesadeasbe changed.

NOTE For additional i nf or reansdedlisplayfpnttieosse read t he ¢

4.2.Logging intdOpenE Data Storage Software V6

You can establish a connectiOpéeE Data Storage Softwardrdt® every network computer. T

establish this connection, use a browser (e.g. Microsoft Internet Explorer) and enter the IP address ol
name of the computer hostirateeStoragefHwvare Vinto the URL entry line: https://192.168.0.220
(standard address) or https://dssdthis can be changed in the installafipersf Data Storage

Software \&ettings

NOTEFor security reason§penrE Data Storage Softwareugés the encrypted SSL protocol (https).
You will now be asked to verify the encryption certificabipeASiDeda Storage Softwarenhp
allows to create shares on the Intranet, there is no need for global certification by an authorized body.

can accept the certificate for the session only, but also for all future sessions.

Now you have to acctyat license in order to use the-Bparftware and you can choose the
language you want to use.
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English = Open-E Software License agreement

IMPORTANT: PLEASE READ THE TERMS AMD CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY BEFORE
USING THE SOFTWARE. OPEN-E GMBH ANDfOR ITS SUBSIDIARIES ("OPEN-E") IS WILLING TO LICENSE THE
SOFTWARE TO YOU AS THE INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE
SOFTWARE (REFERENCED BELOW AS "YOU OR YOUR") ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE
TERMS OF THIS LICENSE AGREEMENT. THIS IS A LEGAL AND ENFORCEABLE CONTRACT BETWEEN YOU AND
Open-E, BY OPENING THIS PACKAGE, BREAKING THE SEAL, CLICKING OM THE "AGREE" OR "YES" BUTTON OR
OTHERWISE INDICATING ASSENT ELECTRONICALLY, OR LOADING THE SOFTWARE, YOU AGREE TO THE TERMS
AND CONDITIONS OF THIS AGREEMENT, IF ¥OU DO NOT AGREE TO THESE TERMS AND CONDITIONS, CLICK OM
THE "I DO NOT AGREE", "NO" BUTTON, OR OTHERWISE INDICATE REFUSAL, MAKE NO FURTHER USE OF THE
SOFTWARE, AND RETURN THE FULL PRODUCT WITH PROOF OF PURCHASE TO THE DEALER FROM WHOM IT WAS
ACQUIRED WITHIN NINETY (90) DAYS OF PURCHASE, AND YOUR MONEY WILL BE REFUNDED,

THE TERMS OF THIS SOFTWARE LICEMSE AGREEMENT, DO NOT APPLY TO THE FREE SOFTWARE PROGRAMS
DISTRIBUTED WITH Open-E SOFTWARE, INSTEAD, THOSE PROGRAMS ARE COYERED BY OTHER LICENSES,
INCLUDING THE GNUJ GENERAL PUBLIC LICENSE. A COPY OF THE GPL ALONG WITH THE OTHER APPLICABLE FREE
SOFTWARE LICENSES, CAN BE FOUND HERE

Ownership and Copyright

The Open-E software is non-exclusive licensed and sold to you for use only as permitted by this License
Agreement. Open-E reserves any rights not expressly granted to you. Copying of the software is prohibited by law
unless specifically authorized in writing by Open-E . You may not use copy, modify, sell, lease, sublease or
otherwise transfer Open-E software in whole or in part.

Intellectual Property Rights
The Open-E software contains intellectual property rights, and in order to protect them, you may not decompile,
reverse engineer, disassemble or otherwise reduce the Open-E software to a human perceivable form.

NOTE  After you first launcBpenE Data Storage Softwareyd@ will see a page with the software
agreement and available language options. Later youasagedhe language used by
modi fying | anguage settings, which are | ocate

After accepting the license agreement you canQOpgrAbt®ata Storage Softwareusdifig the

st andar dadmia s ¢ W b chingdd dater). lm erder to start working, you can now set all the
necessary parameters.

open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

Admin. Level

Full ccess -

Data Storage Software V6 - All rights reserved

NOTE  The password is casensitive. If you cannot log ifdpenE Data Storage Software péase
make sure the Shift and Caps Lock keys are not pressed.

NOTE If your web browser shows something different than expected, please delete the cache and
cookies in the settings menu of your web browser.

DATA STORAGE SOFTWARE V6




0,0@/7'@ ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

4.3.Create Disk Array

If your system has a hardware RAID, please create a RAID array in the RAID ceatsellafeetup. Pl

to the RAID controller manual. You do not have to install drivers or RAID array monitoring a
maintenance software. If your system has motherboard RAID functionality, please do not use it as it i
supported.

In case you want to use s@&ftRAID with single drives or even with installed hardware RAIDs, please go
to the AS/W RAI DO tree in the ASetupo menu fi
hard disk or disk arrays if you have a hardware RAID in tBeftsyaterRAID can be created for a

single hard disk or hardware disk arrays. To create a software RAID, please select relevant units, chc

the RAID |level and click on the fAcreated butt.
l& 0/7[’/7-8 ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS
SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » 5{W/ RAID

S/W RAID Units /‘ f? Create new 8/W RAID unit
v Unit S001 232,89 SRY135BZ available
v Unit S000 232.89 SRY1GP7W available
Raid level: New RAIDD R i
Chunksize: @
-
Please applr \;hangef or press "reload" button to @scard

Event Viewer: Sl Product is activated.

Data Storage Software V6 - All rights reserved

After clicking the Acfieataesebuandnadtdhei ehat u!
kind of disk array (e.g. MDO is RAID 0) will be displayed.

l& open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » 5{W RAID

[’m Create new /W RAID unit

] Unit S001 232.89 SRY135BZ in use, Unit MDO
] Unit S000 232.89 9RY1GP7W in use, Unit MDO

4.4.Adding DislArray

In the menu, pleaseAdswdlewme trhan &dgCeOrNd | &GrUR ATU rOiN
You will find a list of availaiesdarrays (units) that can be used.
When creating a new volume group, the system adds selected units only. You can use the default vol

group name or change it. After creation is co
yourdrives/r r ays as "in useo.
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[& open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: CONFIGURATION » volume manager » Yol. groups

ﬁ ~ vol. groups aa Unit rescan o7
i . 1

rescan

Lo vgoo

Unit manager

| a‘% ” vol. replication ({7 E Unit MDO 465.77 N/& in use, vgoo
action:

apply

Event Viewer; Product is activated.

Data Storage Software V6 - All rights reserved

e ltis possible to combine two (or more) units into one volume group; by clickingdaitieeafight
the tree diagram on the volume group name, e.
can create a new NASmeland/or a new iSCSI volume

e If you want to use the snapshot feature you should create a snapshot volume.

“ 0/7(’/7-8 ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: CONFIGURATION » volume manager » Yol. groups » vgO0

— — oy AR

; 5/ ~ vol. groups r‘ r? Volume manager e P

e vgoO 3
1v0000 & na 10000 @
1v0001 b N/A 20.00 @
snap00000 N/A 30.00 @
Reserved Pool 4.00 @
Reserved for snapshots 30.00
Reserved for system 1.00
Reserved for replication 0.00
Free 310.72

VW i e i e AT |
i 577\ Vol. replication "( &
— Action:

™ use volume replication
™ worm

310.72

Qo°
]

g

&
i

B

Event Viewer: Product is activated,

Data Storage Software W6 - All rights reserved

Next, wusing the AVolume Manager o function you
existing LVs (you cannot decrease L.\ eizet the needed LV size just use the scrollbar. On the right
side of it you will find a counter of available space. This function can be also used to reserve disk spac
swap, snapshots, system and replication.
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4.5.CreatingOpenE Data Storage SoftwavGshares

I n the upper menu, please select ACONFI GURATI
authentication type. In smaller networks, authentication should be done via the used workgroup na
which has to correspond to the workgmemf the client PC.

I'n the menu MRAONFS RERSATUIrGNeds , 0 shand sde of théitBeb ar e s ¢
diagram. Now create the first share.

NOTE  The workgroup/domain name that was configu@gdenE Data Storage Softwarehds to
mach the network settings. Otherwise, the configured shdiest bevisible in the network
environment.

NOTE If you made changes to the workgroup and server n@pernk Data Storage Software V6
configuration, it can take some time until each vatitstcomputer in the Windows network
recognizes the new name.

4.5.1 Access to WindowShares

Access to newly created shares is possible via the Windows Explorer. After entering the IP addres
yourOperE Data Storage Softwardiryéhis examph92.168.240), all visible shares should be
available immediately. Please keep in mind that sometimes it takes a few minutes until new share:
changes to become accessible.

When accessing invisible shares, you need to know the corresponding share daamel beforehan
attach it to the IP address with a bacKslash (

% Projects on Data Storage Server (192.168.0.240) i =101 x|
File Edit View Favorites Tools Help ‘ :','
@Back - @ - ? | /Tj Search || Folders ‘ = S 5 x n ' '

Address [ 11192.168.0.240\Projects > B

rd Documnent

i > N ] P
J Images // Source =l [
! L = | &

T 3 Project_002 u? = Project_003
=== | Microsoft Office Word Document F=/== | Microsoft Office Word Document
= | 943KB = | 99KkB

OperE supports Windows ACL (Access Control List) for read, write and execute options, based on |
POSIX standard written by SGI.
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Some examplem how to use ACL (with ADS or PDC autheontati

1. Deny access taligectory for every user (group):

a. create a new folder or select one of your existing folders (you mustdietbdaiulensa
superuser to set ACL permissions)*

b. go to t he fd clickehe tight mgusepuitotipealirettaryeherochgose
"Properties")

c. select a the fAsecurityo tab

d. choose the group "Everyone"

e. click the "Remove" buttonly you and your group will have access to the selected directory **

f. dick the "Apply" button

Now only you have permissi@ts#ss this directory.

2. Allow full accessthis directoigr a groupalledWORK'™:
a. make sure that the group WORK is created
b. in the security window click the "Add" button
c. click the "Remove" button (point 1)
d. select the group "WORK" (Advakc&thd Nowvill show you all users and groups) and click

OK
e.enabl e Full Control in the AAll owd col umn,
f. click the "Apply" button.
3. Set fAiread onlyo permissions to the file for e
a. create a new file (you mugtsiee owner arsuperuser to set permissions)*
b. go to the permissions window
c. selectthg r oup fAEveryoneo,
d. leaveonlgr e ad 0 smiha"Alaws celinomn
e. click the "Apply" buiton
f. dothe same for your group and yourself

Now the group fAEveryoneo has read only" perr
4. Changig the directory owner:
a. inthe Opel web interface go to Resodycalsares
b. within the "Set Superuser" function select your user and restart the connectioA, (Maintenance
Shutdowh, Function Connections reset) or wait about 15 minutes,
c. go to the file pasgies for the directory in question (right mouse click on the directory and click the
"Security" tab), and click the "Security" tab),
d. click the "Advanced" button
e. select the Owner tab
f. click the "Other Users or Groups" button select the user thatewlldvenir (Advanged
Find Now will show all users and groups), click OK***
g. selectthe user from the list and click OK and the "Apply" button
h. click OK and-open this window to refresh owner information

5. Allowfull access to this directory for theBUGeBOSS":
a. make sure that the "BIG BOSS", exists
b. in the security window click the "Add" button
c. selectthe user "BIG BOSS" (AdvAanEed! Now will show you all users and groups) and click
OK
d. enable Full Control in the Allow column
e. click the "Apply" tourt

6. Al | ow 0 rteettasditectdiyc acgeogpalled COMPANY™
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a. make sure that the group "COMPANY" exists

b. inthesecurity window click the "Add" button

c. selectthe group "COMPANY" (Advarfeed Now will show you all users and groups) and click
OK

d. enable "Read & Execute" in the Allow column

e. click the "Apply" button

7. Create a firead onlyo directory with full acce
permissions):

d i ck t heonceagdiahdaddALidgroup n
Thistimehangéd Appl y ont oo to @ Sub fpdahydnheried and f i |l e:
permissioriato effeyt
j. sel ect AFuwlickoKkControl 6 and
k. d i ck A A thepkeryssions.0 save
With these settings users from the group #AAL
to its contents. All new files/foldershagkoeon the access given by inherited permissions.
Example:
o file /ROOT/some_file.txt can be changaahiot be remoyed
e directory /ROOT/directory cannot be removed but a users from the group ALErsaandreate fold
files in this directory,
o file /ROOT/directory/my_file.tiecamovedr changeboly the group Aldrqvided the inherited
permissiortgave not been changed

a. create afoldealledROOT"

b. go to the security window

c. removeltoh A Ev eyoyrgraupd and

d dick the fAiAdvancedo, button and then the fAc

e. selectthgroum ALLO anhd click OK

f. change AApply ontoo to AThis folder onlybo

g. withhper mi ssions | eave only fATraverta&o FOIl dek /
OK

h.

i.

8. Inherited permissions
If the file or directory has inherited permissions, all newly created subfolders will inherit the main fo
permissions. All permissions can be changed. Please keep in mind that changing permissions in
main folder will trigger the same changes to the inherited permissions of any subfolder within.

9. UNIX Rights in Windows:
Folder permissions

Permissions --X r-- -w- | r
Traverse Folder / Execute File | +
List Folder / Reé®ata
Read Attributes v
Read Extended Attributes
Create Files / Write Data
Create Folders / Append Data
Write Attributes

Write Extended Attributes
Delete Subfolders ailds-
Delete

Read Permissions \ N N N N N
Change Permissions
Take Ownership

x
—
x

2|2 |2
L2 2|2

2|22 |2 |2 |2|2
2|2 |2 |2 2 2|

2|2 |2 <2

B I I I ! - L N P [ Pl P -
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Example application of ACL permission in a small company.

The company has 10 users

Name Group Position Rights
Chris Company Director Allrightgo everything
Robert Company Manager All rights to everything
besides the Director
Jennifer | Company Secretary | Read access to the "DOCUMENTS" directo
Clint Company Main Read and write itecoryt K
Developers Developer [r ead and write to tH
Brad Company Developer |[Read t o ADEVELOPERSH
Developers Read and write to A(
Johnny | Company Developer |[Read t o ADEVELOPERSH
Developers Read and write to A(
Tom Company Develogr |[Read to ADEVELOPERSH
Developers Read and write to A(
John Company Graphic Read to AGRAPHI CSh
Graphics Designer Read and write to Af(
Ben Company Graphic Read to AGRAPHI CSH
Graphics Designer Read and write to Af(
Bill Company Cleaner Only acess to his home directory

First create users and groups/aurdomain:

runStart mend Programg Administrative ToglsActive Directory Users and Computers
click theight mousleuttoron your domain name and select Néser

fill oull necesmy fields to create user Chris

create allemainingsers (back to point 2).

clicktheright moudeauttoron your domain name and select Nexwoup

create the following groups: Developers, Graphics, and Company,

add users to groupiiht mouse cliok the Developers group. On the Members tab click Add.
Add users to groups (groups Company, Developers, Graphics).

@ oooop

Connection ta Wndows domain:

a. 0o totheOpeAEDSS V&Veb interfa@nd seledConfiguratiof MNAS settings

b. select ADS or PDC (depemdgour systerif you havenNT4 Domain or Windows 2003 (with
no Kerberos**** fix) then select PDC, else seJect ADS)

c. enter your domain natimePDC this will be thadBresand administrator password in ADS
enter the full domain ndoreXampl€OMPANY.COM.DE)

d. enteryourdomain/Kerberos servexdidtess,

e. enter the name and password of an Administrator user accaxmyexistiomain,

f. d i c kp ptlhyed dEbnoectite@amain. o

Creation of shares and set permissions:

a. Create a Compasharedo to th®©perREDSS Véveb interfade Configuration NAS
resources Shares)

set permissions foruakersor select onépmpany groups

go totheshardlYOUR_NAS_SERVER_NWMBEpany

create folders "WORK", "HOME" and "FORALL"

set permissierfor the folder WORIight mouse cliskpropertie§ security.

deny access for everyone (point 1), change thetbevnesa@hris (point 4) with full access
and add Robert vfith access,

~ooo00o
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g. create folders DEVELOPER, GRAPHIC, DOCUMENTS andrCGhAMGIESWORK

h. change the owner of the DEVELOPER diferectory
thegroup Developers

i. add full access to the directory GRAPHIC for the group Graphics,

j- change the owner of the CHANGES directatyuatiCfull rights). Addrights or tigeoups
Graphics and Developers

k. give Jevoniyenciiesad to the DOCUMENTS direct

I. inthe HOME directory create a separate private directory for each user, change user ( the owner
and the directargmes should be the same). Remove access for the Company group (point 1)

m. add full access to the directory "FOR ALL" for the group Company

* If you are a superuser all files and directories will be created as a local ROOT user

*x New directories Wi no inherited permissions do not have ACL permissions at the beginning
they have only standard UNIX permissions 0777 (Windows 2003 shows every special
permission in the normal view in the security window. Windows 2000 does not show any
permissions infte normal viewonly in the advanced view). To enable ACL for this directory,

first select OFull Accesso6 for everyone and
same for your group and your user. Subdirectories created in this directory sho@l have

permi ssions inherited from their parent. | f
column is grey. To disable permission just u

permissions always check that a new set of permissions for one group ddesfei@ with
permissions for other user/groups or any connections between these accounts. Windows
2003 handles such changes much better than Windows 2000.

rkk This function is available in Windows 200®ther Windows versions only your user can be
selected.
Fkkk Kerberos is a server for distributing security keys. Normally it resides only on the domain but

it can also be located on an external server. In Windows 2003 this server ignores specified key
types, and authorization works only when emtehie IP address, not th8S V&ame

4.5.2 AccessingOpenE Data Storage Softwarestiéres under Linux

Please use the following command to mount an NFS share:
e mountt nfs 192.168.0.2&hare_name /local_mount_point

where:

192.168.0.220 is parE Data Storage SoftwaréP\gldress

IMPORTANNOTE
On some versions of DSS V5 and older the path must be: /share/share_name

Please use the following command to mount an SMB share:

In a shell:

e mountt smbfso username=root,password=123456810228st/mntsmb
where 6testod i s the share name
In XWindows:

e Smb://froot@192.168.0.220/
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4.6.CreatingOpenE Data Storage Softwarei§¥6SI targets volume

Aft c ating an i SCSI vol umeoSCSleametma §r 0, p
wi t e c

er re
hin th ACreate new targeto function cli

I
k

“ Dp@/]-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: CONFIGURATION » iSCSI target manager » Targets

|»

I — =
| é ~ Targets 77 Create new target Y

¥ Target Default Name

MName: ign.2009-06:dss targetd

apply

| ﬁf ” CHAP users /"(/?

CHAP user target access

™ Enable CHAP user access authentication

Event Viewer: <]

Product is activated.

Data Storage Software V6 - All rights reserved

Next in the ATargetso diagram click on the na
ATarget vol ume trhan aigaedrdd® fbwrt cttoinon occlaitcekd by t he

“ open-e ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: CONFIGURATION » iSCSI target manager » Targets » ign.2009-06:dss.target0

|»

|
Ce target0

&Pl Targets  0R?

’-
Target volume manager el ?

o Info

Please note that in order to access iSCSI-enabled data from an initiator,
the target needs to have a LUN 0, otherwise the data in all other LUNs
will be inaccessible. The data will also be inaccessible if you select an
inactive snapshot or a destination volume (volume replication) as LUN O,

© v [mvEmEr] B ¢ OO |

| af " CHAPusers (/R/?

CHAP user target access S ?

" Enable CHAP user access authentication

Event Viewer:

Product is activated.

Data Storage Software V6 - All rights reserved

Using the ATarget volume manager o function yo
volume group.

NOTE You can create as many logical volumes and as many separate iSESI(Lblits) are
requiredgee 4.5

If you create 5 logical volumes, you may create one target with 5 LUNs or 5 targets with 1 LUN each,
targets where e.g. 3 LUNs belong to the first target and the remaining 2 LUNSs belong to the second on
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Byclckm on ACHAP userso in the | eft hand pane Yy«
inputting a CHAP user name and password (password must consist from 12 to 16 characters if you
Microsoft iISCSI Initiator)

4.6.1.Configuring end user workstation

Fa iSCSI technology to work correctly -oseermmbmputers, you need to install the iSCSI Initiator
software (if it is not provided with the operating system). For Microsoft Windows 2000/XP/2003 syste
the Microsoft iSCSI Initiator is available foadiinon the web

Correct software configuration consists of installing individual target volumes by adding new disk lette
the system (in Windows XP and 2003) or subfolders as with folders in the UNIX system. All the
functions admi avsaiA dsksimamnageiamto fis 0

How to connect iSCSI in Windows 2000/XP/2003:

a. first, you have to install the iSCSI Initiator package. You must be logged in as an administrator to instal
Microsoft iISCSI Software Initiator package,

b. next, lanch the iISCSI Initiator software,

c. if you have set passwords on i SCSI and Target
your passwords, and after entering each click

d cl i ck btuhtet omAdodhd t he A Di Gpera RagarStorage SafthajtPVé hen ent e
address,

e. next click the AAdvancedeéo button and check #f
the Target secret and then two times click th

ff. onhe ATargetso tab you wil |l s8@: dsasmet aorfg eatvGad,l a

g click ALog Ono button, and i f you have enter e

fe, 0O then press t he sieMK ot abrugtetto nwi [T h en oswt acthuasn df e
h. next choosBettingsy, control pangl administrative toglscomputer managem@gndisk
management,
i. now all available iSCSI target drives will be displayed. In order to use them you have to format them ar
mounthem in the system under a new disk letter

NOTE Microsoft iSCSI Initiator ver. 2.02 does not support dynamic disks. Target password must consist
of minimum 12 and maximum 16 alphanumeric characters. Please read the manual and release
notes for the Micragt iISCSI Initiator for more details, which you can also find on the Microsoft
website

NOTE Please do notignore the time settings on the-BpS6 VESCSI target and the client stations.
Those settings must be identical. Time can be synchronizgdusime 0 Set ti me func
Web interface menu Setup.
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5. Functions

5.1.Console displayunctions

WhileOperE Data Storage Softwarecd® be fully administered remotely through a secure Web
interface, some of its functions can be accessed via thOpersdiata Storage Software V6
constantly displays the following basic parameters:

e |P address
e Hittps settings

CTRL+ALT+n
If you press the left CTRL key + the left ALT key + n, you will be asked for a new IP address and a su
mask. The DHCP senittbe shut down.

CTRL+ALT+p
If you press the left CTRL key + the left ALT key + p, all access restrictions will be lifted after entering
administrator password (in addition, there is a reset to the standard https port 443).

CTRL+ALT+i
By pressing @ombination of left CTRL key, left ALT key and i, you can reset the original IP addres:
(192.168.0.220) and bonding. During this process, the DHCP server support is turned off

CTRL+ALT+t

By pressing a combination of left CTRL key, left ALT keycandunytbhe Console Tools. A menu

with the following functions will appear: Ping, DHCP Ping, Hardware info, Memory info, Tin
configuration, Language settings, Modify driver options, Console lock/unlock and Boot options.

CTRL+ALT+X
After pressing thé IETRL key, left ALT key and X, the console will display the Extended Tools.

CTRL+ALT+w
After pressing the left CTRL key, left ALT key and w, the console will display the hardware configuratio

CTRL+ALT+r
After pressing the left CTRL key, left Aol kethe console will display the RAID Tools

CTRL+ALT+f
After pressing the left CTRL key, left ALT key and f, the console will display the Fibre Channel Tools.

CTRL+ALT+h
After pressing the left CTRL key, left ALT key and h, the consolehaitlvgispland driver
information.

F1, F2 and F5
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The function key F1 displays help information while F5 resets the console display to default. If you p:
the F2 key all network interface will be displayed. Shutting down and restarting

Shutting down ama$tarting
With Ctrl + ALT + K@merE Data Storage Softwarddgd computer will be restarted, while CTRL +
ALT + S will shut it down. Please be careful with this option if any users are connected.
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5.2.Functions oDpenrE Data Storage Softwarewéblrowser access

The following pages will thoroughly describe every Opetian dita Storage Software Ve
functions are divided according to menu options, which are located at the top of the screen

5.2.1SETUP

Within this tab you can manage netwddcés, administrator settings, hardware RAID controllers,
create disk arrays using software RAID, as well as find Fibre Channel, iSCSI initiator, hardware and
settings.

5.2.1.1 Network

5.2.1.1.1 Interfaces

Here yowanfind the tree containing network interfade®nQlie interface name to see
more information about the selected interface.

Function: Servesime
Server Name

Please enter a server name to clearly identify your server.
Comment

Here you can enter a short description of your server.

Server name anohement rules:

please make sure the server name is unique in your network,

select a server name that clearly identifies your new server,

please do not use spaces and special characters such as ~!@#$"&()¥{}*;:".,%|<>?/
server name cannot consiigité only,

comment is not displayed on some systems.

l& open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » network » Interfaces

-

- aa I
- 8@
: @ Trteracas q ? Server name 5 7

etho
i server name: CE—
eth2 Comment: Data Storage Server =

apply

B s e R
':,1 iSCSI Failover ”(’?

DNS settings

etho
ethi
ot ons L ]

EventViewer: Bl Product is activated.

Data Storage Software V6 - All rights reserved
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Function: DNS settings
This function enables you to enter DNS addresses. Please use semicolons to separat

addresses
l& open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6
SETUP CONFIGURATION MAINTENANCE STATUS HELP
You are here: SETUP » network » Interfaces
ﬂ ¥ Interfaces /‘ ) Create new bond interface
| !
etho
:t:; (| | etho yes cable Single
O ] ethl yes na cable Single
eth2 yes no cable Single
Create:
Mac:
4 A aEvee—— ) C DHCP
I af_?ﬁ iSCSI Failover K7
= @ static
etho
etht Adress 1P 1| B
Netmask: ]
Broadeast: ]
Gateway: ]

Event Viewer: Product is activated,

Data Storage Software V6 - All rights reserved

FunctiorCreate newohdinterface

Bonding allows for lbathncingrdaHover for incoming and outgoing connections. Here you
can create or edit bonding network interfaces.

In order to creat@bonding interface:

select the network interfaces you want to create a new bonding interface for,

select the preferred bondoderfrom the Create etown menu,

select dynamic (DHCP) or static configuration for the network interface,

if you want to get a DNS address dynamically, select get DNS,

when using static configuration for a network interface, enter the IP addirssduoetshas

and gateway. Afterwards, click the Create button and a new bonding interface will be created.

NOTE In order to take advantage of bonding more than one ethernet NIC needs to be plugged
into the box.

Please note that most of the bonding moejgisice the MAC addresstod network card
with a local address (starting with a 02 prefigxtomple: 02:xx:yy:zz:vv:nn). When the
bonding is removed, the origiAC address will be restored.

Each network interface is characterized by theffeltbwing

Primary
A string (ethO0, eth2, etc) specifying which slave is the primary device. The specified devic
will always be the active slave while it is available. Only when the -pnenaml is off
alternate devices be used. This is useful wksavene preferred over another, e.g.,
when one slave has higher throughput than another. The primary option is only valid for tt
activebackup mode.

Interface
Network interface name.

Cable
Shows if a cable is connected to the NIC.

State
Characterizéise state of the network interface. NIC can be in a bonding or single state.
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Bonding modes:

balancerr
Transmissions are received and sent out sequentially on each bonded slave interface. Th
mode provides fault tolerance and load balancing.

activebadkup
Only one slave in the bond is active. Another bonded slave interface is only used if the acti
bonded slave interface fails. This mode provides fault tolerance.

balancexor
Transmission is based on the following equation: [(the source MAR 'ddditbsth&
destination MAC address) modulo (slave count)]. This selects the same slave for eacl
destination MAC address. This mode provides fault tolerance and load balancing.

broadcast
Transmits everything on all slave interfaces. This modeayittwielesce.

802.3ad
IEEE 802.3ad Dynamic link aggregation. Creates aggregation groups that share the sam
speed and duplex settings. Utilizes all slaves in the active aggregator according to the
802.3ad specification. Requires a switch that $BpEor&02.3ad Dynamic link
aggregation.

balancetlb
Channel bonding that does not require any special switch support. The outgoing traffic i
distributed according to the current load (computed relative to speed) on each slave
Incoming traffic is recetwgdhe current slave. If the receiving slave fails, another slave
takes over the MAC address of the failed receiviffysslaeele provides fault tolerance
and load balancing.

WARNING  Using cards from different manufacturers or cards based on tiffépsets in
one bond team may cause low performance or unstable behavior.
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SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » network » Interfaces

TR /-
el interfaces  (R/? HTTP proxy e
| [
etho
eth1 ¥ Use HTTP proxy
" S I
Pt —
User —
Pesswors —
Please apply changes or press "reload" button to discard
ST ey ——
i ﬁ iSCSI Failover (/R (7
Eethn IPSEC S ?
eth1 [
eth2
M Use IPSEC
Passwor —

Please apply changes or press "reload" button to discard

|

Event Viewer: Product is activated.

Data Storage Software V6 - All rights reserved

Function: HTTP proxy
With this function you can enable or digdBIEP proxy.
To enablanHTTP proxy:

e select"Use HTTP proxy"
e enter server name, port, username andphss
e click "apply" button
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NOTE  Proxy server name should not contain the http:// prefix, port and the password. An
example of a correct proxy server namvey.server.com.

Function: IPSEC

IPSEC provides strong authentication and encryption farctiomscoibrmakes nearly
impossible to eavesdrop or forge the transmitted data.
P
IP address (optionally with a mask) of the clients that will be allowed to connect to the iSC
target.
Password
The Password cannot contain spaces, special charatieos lik empty.

NOTE  Encrypted data transmission imposes considerable overhead and depending on the
amount data transmitted can impact the performance significantly.
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SETUP CONFIGURATION MAINTENANCE STATUS HELP
You are here: SETUP » network » Interfaces » ethd
1=
= z
| @ Interfaces ”( ’? Interface info
etho
eth1 Intel Corporation 82573\ Gigabit Ethernet Controller (Copper) (rev 03)
eth2
IP address i )7
/l\ Warning
== Warning! You are currently connected through this interface.
¥ Active
EVW cror il o~ BHQY’
7" iSCSI Failover KU?
i F MAC: 00:13:D4:B3:10:00
etho O DHCP
E ethl <
eth2 @ Static
1P address
Netmask:
Gateway:

]

Event Viewer: Product is activated,

Data Storage Software V6 - All rights reserved

Functionnterfacénfo
Here you can view network interface info.

FunctionPl address

Here you can set TCP/IP parameters for the selected NIC.
Activate

You can activate or deactivate a network interface by setting this checkbox.
DHCP / Static

You can use static or dynamic (DHCP) network interface configuration.
Get DNS

If youvant to dynamically get a DNS address;selRsitS.
When using static configuration of network interface, enter:
IP address,
netmask,
broadcast,
gateway.
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If you set a new IP address, you will lose your connection with the server during activation a

you will have to log in again. In the URL entry line of your browser, please enter the new |
address.

If you do not get access, please use the console to set a new IP address. In order to acce
servers in another subnet, you need to enter the aldenesgerfas the gateway.

NOTE If you use an NTP server to maintain proper time and date, please make sure you have

appropriate gateway and DNS settings.

When creating a bonding interface, ea new [
of the screen. By clicking on it you can modify bonding settings (see below).
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SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » network » Interfaces » bondd

————————— Bond interface settings
Q-
Interfaces k7
ol :
eth0 (bond0)
eth1 (bond0) etho ] O yes cable
eth2
bondo ethi | m| yes no cable
Bonding mode: balance-rr
W Active
MAC 02:A2:E1:E7:69.:0F
' DHCP
@ Static
Address IP 192.168.0.220
o Netmask 255.255.255.0
ﬁ iSCSI Failover /'( (e
| : Broadeast
Gateway S
Remove bonding

Event Viewer: <] Product is activated.

Data Storage Software V6 - All rights reserved

Function: Bomierfacesettings
Here you can configure bond interface settings.

To remove a network interface from bondingRtckahdield next to it followgdi\pply
By unchecking thetivecheckbox you can deactivate the bonding. Below, you can change the
network configuration (static or dynamic [DHCP]) for the bonding interface.

Each network interface which belongs to a bonding interface is clyathetéulimuiriy
fields

Primary
A string (ethO, eth2, etc) specifying which slave is the primary device. The specified devic
will always be the active slave while it is available. Only when the -pnenaml is off
alternate devices be used. Fhisdful when one slave is preferred over another, e.g.,
when one slave has higher throughput than another. The primary option is only valid fc
activebackup mode

Interface
Network interface name.
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State
Shows if NIC is connected.

NOTE Interfaces Wich have Virtual IP configured are disabled.

WARNIS Using cards from different manufacturers or cards based on different chipsets in
one bond team may cause low performance or unstable behavior.

FunctiorRemovednding
Here you can remove a bontirgace.

5.2.1.1.2 iSCSI Failover

Here you can view a list of active interfaces (including bonding) for which you can configu
virtual IP.

This section will not display interfaces which are inactive or already part of a bond.

Function: Virtual IP Settings

Wih this function you can view the MAC address and assign virtual IP settings for your chos
interface. The virtual IP is shared between the failover nodes. Fomexgymuldgas

the IP addresk92.168.1,.whilesecondary nddeaddress i$92.168.2 The virtual IP

address i1492.168.1.3n this situation, thkemary nodghe active node) will be available
under192.168.1.3n case gbrimary nodtilure, thsecondary nodeill take over the
192.168.1&ddress to ensure all connectiomsctnue to the same address.

NOTE  Virtual IP needs to be unique within its network environment and the same on both
nodes (Primary and Secondary).

Changes to virtual IP settings can be done only when failover configuration is not
active.

NOTE VirtuallP can be in a different subnetrk than the node IPs, €1§2.168.24s
opposed td92.168.1.4nd192.168.1.2
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SETUP CONFIGURATION MAINTENANCE STATUS HELP
You are here: SETUP » network » iSCSI Failover
i~
J 1 Interfaces (R(? virtual IP Settings o ?
etho
othl MAC: 00:13:d4:b3:10:d0
eth2
W Enable virtual IP
IP address 192.168.10.230
Netmask 255.255.255.0
Broadcast 192.168.10.255
] ﬂ iSCSI Failover f‘ f? Please apply changes or press "reload" button to discard
etho
ethl o .
eth2 Auxiliary connection
W' Use this network interface to communicate between the nodes.
Please apply changes or press "reload" button to discard

EventViewer:  BEN Product is activated.
Data Storage Software V6 - All rights reserved
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Function: Auxiliary connection
This option is used to configumeténtaces on which the iSCSI failover sends UDP broadcast
traffic At least two interfaces needs to be specified.
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SETUP CONFIGURATION MAINTENANCE STATUS HELP
You are here: SETUP » network » iSCSI Failover
I
| ﬂ Interfaces R0? Failover status DG
etho ‘
eth1
eth2 Global status
Service running ok
Node status secondary/passive
Ping node ok

Communication via:

etho ok
ethl ok
Task status
"4 e — ) [
| ﬁ iSCSI Failover K ? O task_reverse stopped
etho Connection: Connected
ethl
eth2 Source info:
Logical volume: lv000o
Consistency: Consistent

Destination info:
Logical volume:

Consistency: Consistent

1P address: 192.168.0.220

Event Viewer: Product is activated.

Data Storage Software V6 - All rights reserved

Function: Failover Status

This function displays failover statistics. These include:

failover initialization stagasv{ce running

node statupiimary/secondarydactive/passiye

ping node accakility statupiig node

connection status for the network interfaces configured to communicate within the failover,

Additionally, the function displays the statistics for the tasks taking part in the failover. The tas
are run exclusively on aotes.

NOTE  Switching a node into active state causes the tasks to be executed and the virtual IP
addresses to become operational.




gpen-e

ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

S

SETUP
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CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » network » iSCSI Failover

i d " Interfaces ”{ r? Failover configuration
E z::[ll ¥ Enable iSCSI failover functionality
eth2 @ Primary node on localhost
Secondary node IP:
Ping node IP:
M Show advanced
Serial port: off v
Warn time (miliseconds) |
Dead time (miliseconds)
| &7\ iscsi Failover (1R(? Init time (miliseconds)
Keep alive time (miliseconds)

™ Keep failover functionality after volume replication failure
€ secondary node on localhost

Primary node IP:
™ Show advanced

]

Event Viewer: Product is activated,

Data Storage Software V6 - All rights reserved

Function: Failover Configuration
In this section you can configure your system as either the Primary or tlta8econdary

Primary node on localhost:

1. Secondary node-kResignates the IP of the system which has already been configured
as the Secondary node.

2. Warn timespecifies how much time (in seconds) should elapse until the failover
functionality issues a wgrnin

3. Dead timesets the failure (death) detection time. The dead time directive is used to
specify how quickly the system should decide if a node in a failover is dead.

Dead time must be smaller or equal to Init time.

4. Init timesets the initial deaddidetection interval. The init time parameter is used to
set the time which elapses until a failover node is declared dead and the Secondary
node becomes the Primary. If the Primary node becomes available before the init time
runs out, the state of tileviar nodes will not change.

5. Keep alive timsets the failover kedipe interval, i.e. the frequency at which failover
state packets are sent between nodes.

Secondary node on localhost:
Primary node {Rlesignates the IP of the system whichcaiifigared as the Primary
node.

Ping node IP:
A ping node is a pseotEmber of a failover. It is located outside of the failover and serves
to answer ICMP requests from failover members. (this means theapimzbwde
either the primary or the s#&xy node). It is there to make sure the outside connection for
the failover members remains online. For instance, if the ICMP request from the active noc
to the ping node fails, a similar request is performed by the passive node. If this one
succeedshé nodes perform the failover. The ping node needs only to be able to receive
and reply to ICMP echo requests.

Serial port:
This options allows you to connect the node via a serial cable. Select the port to which tt
given cable has been connected.
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Keepfailover functionality after volume replication failure:
When activated, this option will allow automatic failover to be carried out after the volum
replication between the nodes has been broken. Please note that in certain circumstance
this may lead diata loss. Details can be found in thep popdow which appears after
ticking the checkbox for this option.

NOTE

NOTE

NOTE

NOTE

NOTE

Warn, dead and init timers are started simultaneously.

Default values for timers:

e Warn time 5000ms

e Dead time10000ms

e |nit time- 15000ms

e Keep alive timel000ms

Configuring the cluster with low warn, dead and init timers may result in unstable
behavior. Optimal timer settings are dependent on server hardware and network
topology. It is recommended to test different tim@ngetfor optimum performance.

Before starting failover please make sure the LUN configuration is the same on both
nodes, i.e. that the LUNSs are of the same size and type (block 1/O or file 1/0) and that
the LUN order is preserved.

WARNINGnconsstencies in this area may lead to data loss!

If you see the following error mess&gervice is under heavy load or the time
values you have set are too,lgou need to readjust the time values (they are
dependent on your network connectivity amstesy load). When using low deadtine
value, one of your nodes may wrongly assume the other one is dead, which will lead to
a situation where both nodes are active (thmked "split brain™).

Please observe the following guidelines for deadtime vahg tun

e set thekeepalivaime to1000ms, it should be lower thararntime

e setdeadtimeo 60s,

e setwarntimeo half thedeadtimevalue you wish to use,

e observe the messages in the error box (lowdrdeft corner of the Web GUI) or
your email, if you ka set up email notification for failover. If there are no
relevant warnings, your proposed deadtime is fine and you can skip to the next
step. Otherwise, satarntimeo the longest time interval between the hearbeat
packets as indicated in the error bbthe errors persist, increas@rntime
further. Please notkeadtimelways needs to be greater thearntime

e setdeadtimeao double the curremtarntimevalue,

e setwarntimeo slightly less thadeadtime
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SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » network » iSCSI Failover

Failover Tasks

1] interfaces (R[?

etho l —
eth1 Search: | Task-01
eth2

1]}

| Q"g ” iscsI Failover | }R?

etho
ethl
eth2

Event Viewer: Product is activated.

Data Storage Software V6 - All rights reserved

Function: Failover Tasks

This function dlays all available tasks for iISCSI volumes. In order to select a task for a
failover, move the selected task Eailbeer Tasksolumn. Please note any changes can

only be made before the failover is initializeehitotee managdunction. To rene a

task during failover operation, GOMFIGURATION Volume managey Replication
tasks

NOTE  The function is available only on the primary node.

NOTE  You can only move a task to Failover tasksolumn when the secondary node has
an appropriateeverse task set up.
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SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » network » iSCSI Failover

" Interfaces R7? Failover manager i Y ?

e Info Q

Your node is now passive

o Info

When in secondary mode, the start and stop buttons control this node
only. Please use the relevant buttons on the primary node to control both
nodes.

o ¢ start stop
R SR e L S
: a"’é iSCSI Failover /‘( £

etho In order to synchronize data from the secondary/active server to the primary
server, click the Sync volumes button.

Sync volumes

Clicking the Failback button will return the active server state to the primary
server, while the secondary server will return to passive mode. Please note
this is only possible when the participating volumes are in sync. After the
failback has been completed, the primary server is ready for another failover.

4

Event Viewer: Product is activated.

Data Storage Software V6 - All rights reserved

Function: Failover Manager
This function allows you to stop, run or change the operation mode for the given server.
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On theprimaryserver thé&tart/Stopaction buttons control both servers. Gectmelary
server, they contia secondary server only.

In order to delegate (swichyeserver state to thassiveserver click théanual failover
button. This will initiate a failover event and syitotatiserver teuspenadnode, while
thesecondargerver will be prdset toactivemode Please notehis will stop the volume
replication process.

In order to synchronize data frosetoadargctiveserver to thprimaryserver, click the
Sync volumebutton.

Clicking theailbackbutton will return thetiveserve state to therimaryserver, while the
secondargerver will return passivemode. Please note this is only possible when the
participating volumes are in sync. After the failback has been coiphetesirirer is

ready for another failover.

NOTE Itis only possible to switch the operation mode dictiveto passive(by clicking the
Manual failovesr theFailbackutton) when all volumes taking part in the failover
tasks (see thEailover Taskfinction) are consistent and the replicatiameation
has been successfully established. It is not possible to perform the manual
failover/failback operations when the replication process is uploading data.

Failover quick start guide
Set up volume replication on the primary and the second&tgasrvergthat all volume
replication restrictions apply here (volumes cannot be larger than 4TB, they need to be exactly
ofthe same size and need to have the same 1/0O method selected [file /0 or block 1/O]).
Start the replication task on the psienagy.
On both systems, create a new target with exactly the same:
e Target Name (Example: ign.2048:mirror01)
e SCSID (Example: dF5NU3IE8ZACK2XQ)
o LUN# (Example: 0)
and assign the failover volume as the LUN bgrclibkingeen

button.

NOTE  Every time you disconnect a LUN fitsrtarget (clicking on'"'button) the SCSID
and LUN# will be reset to the original default values. So, before clicking the "+" button
again, please copy & paste the S0%ind LUNffom the primary to the secondary
systems. Make sure the primary and secondary system have an identical settings.
Different settings can cause some initiators to lose connection to the target during
failover.

From the GUI menu of both system&ER@F>iISCSI Failover

[interface_designatioahd configure the network interfaces to be used for failover purposes.
Please note that one of the interfaces in each system needsitabbl@thaddition, it

needs to have two auxiliary consedtminterface with the virtual IP can also serve as one

of the auxiliary connections. To enable virtual IP, select an interface card and click on the
Enable Virtual IBox. Next, enter the virtual IP address, net mask and the broadcast, followed
byappy. Please note virtual IP needs to be the same on both nodes. To set up an auxiliary
connection, clidkse this network interface to communicate between theindldes

Auxiliary connectiobox, followed bgply.

Importannote on setting virtual IP addses
Please set the virtual IP address in a different subnetwork than the physical IP address.
you wish to have more than one pair of iISCSI failover systems, please set each pair in
different subnetwdrkis limitation will be removed in the future




gpen-e

5.2.1.2

ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

e For both systems, dhickble failover functionalitythe~ailover configuratidoox. On the
primary node, selecimary node on localhcatd enter the secondary node IP and ping
node IP, while on the secondary nod&seteadary node on locaitand enter the
primary node IP.

e The options available undesiibes advancetag are described infladover configuration
help text.

¢ In theSCSFailover taskbox on the primary node select the failover task (i.e. the volume
replication task yavé set up earlier) and click on the right arrow button, tlarplick on

e Click ostartin theFailover managéox on the primary system.

e Check the status infladover statubox; all values must sho®@lgslso, the source and
destination volusnghould b8onsistent

e Connect to the mirror target with an iISCSlI initiator using the virtual IP previously assigned.

e Create a partition and format the iSCSI disk.

e Test the failover function by clickikiguthel failovesutton in theailover managéox on
the primary system.

e Afterwards, the secondary system should shawtiugrathd-ailover statubox.The
primary node will report the stlaspend

e In order to test failback, first cliskmarnvolumebutton in theailover managdox on t
secondary system.

e Please check the task status iratloeer statubox.It must rea@onsistent

e Click on theailbackoutton in thHeailover manag®ox on the secondary system.

e Afterwards, the primary system is laativagmode and ready for hapfailover.

NOTE  Please note that in order to receive failover email notifications, you need to set up
email service iIBETUR> Administrator> E-mail naotification

Administrator

FunctiomPdministrator access
Use this function to restrict aczessver administration.

HTTPS port
You can change the https port here (the default setting is 443).
Allow access IP
Here you can assign IP addresses (separated by a semicolon) that are allowed to access tl
server administration webpage. When lethbléiakd indicates no restrictions.
Lock console without password
Disables access to the console (and LCD keys).
Lock console with password
To get access to the console (and LCD keys) you need to type in the password. Note that tt
password should baetly 8 characters long and include only digits from 1 to 4.
Unlock console
Unrestricted access to the console.

NOTE Please exercise caution with this function if all computers in the network receive IP
addresses via DHCP: current IP can be replaceaehy@ne after the lease ends.
Please pay special attention when using the Lock console fgatungill not be able to
reset to default administrator access from the console if you make a mistake while setting
the IP address.
If you need to restore tdefault settings, please access the console, press CTRL+ALT+X
to enter the Extended Tools view and select Restore default administrator settings.
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SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » administrator

|»

Administrator access sl ?

HTTPS port: 443
Allow access IP:
 Lock console without password

C Lock console with password: 1]

@ Unlock console

Administrator password

Admin. Level: Full Access 2
Confirm pass: 1

Event Viewer: Product is activated,

Data Storage Software V6 - All rights reserved

FunctiomAdministrator password

Using this function you can change the passwords for the seratomdctnishts.
Enter password
Please enter your new password.

Confirm password
Please retype your new password.
Passwords cannot contain:

e special characters suchas'""
e spaces.

The default password for each accadimtiis

NOTE Passwords areasesensitive. For security reasons, the password you enter will not be
displayed. Please make sure the Shift and Caps Lock keys are not pressed.













































































































































































































































































































































































































